
South Bay Cities Council of Governments 
 
 
December 12, 2016 
 
TO:              SBCCOG Steering Committee 
 
FROM:          Jacki Bacharach, SBCCOG Executive Director  

Kim Fuentes, SBCCOG Deputy Executive Director 
 
SUBJECT:    Information Technology (IT) Contract: Civic Resources Group (CRG)  
 
Adherence to Strategic Plan: 
Goal D: Organizational Stability. Be a high performing organization with a clear path to long-
term financial health, staffing continuity, and sustained board commitment. 
 
SUMMARY OF REQUEST 
Continue with Computer Resources Group (CRG) website hosting and cybersecurity (fully-
managed services).  
 
BACKGROUND 
Last year, SBCCOG staff reviewed different options for fully-managed website services which 
include hosting, security upgrades, and expert support.  The SBCCOG Board approved a contract 
with CRG at a cost for a one-year agreement of $6,000 ($250/month for each website  -
SBCCOG & SBESC). The contract was approved based on CRG’s comprehensive understanding 
of the websites’ content and structure (having designed the websites originally) and their ability 
to provide a nimble, consolidated approach to cyber security. In addition, the selection of CRG 
consolidated services replaced the structure that existed which included different companies 
performing different functions – one firm hosted, a different firm provided website services, and 
an additional firm coordinated between the two to make sure everything worked.  
 
ANALYSIS 
As the CRG contract neared its end in 2016, the SBCCOG staff revisited the process of 
determining what website services were needed and considered the following hosting and fully-
managed services options: 

• Hosting with Amazon Web Services (AWS) at a cost of $913.56/year ($38.06/month for 
each website) which would only include simple hosting and does not include expert 
support services or security upgrades.  

• Current service - Fully-managed services with CRG at a reduced cost of $5,100/year 
($212.50/month for each website) for a three-year contract which includes expert 
cybersecurity provisions and comprehensive security upgrades.  

• Fully-managed services with Media Temple at a cost $5,309/year ($221.21/month for 
each website) which would include expert support services and security upgrades. This 
cost is their most favorable rate and they only provide one-year contracts.    

 
SBCCOG staff considered a combination of two of the above which would include contracting 
CRG’s support services on a case-by-case basis while hosting elsewhere (i.e. AWS).  The costs 
of this scenario however, would trigger a higher CRG hourly rate of $125.00.  In addition, it is 
difficult to estimate in advance the amount of time required to solve issues that also could lead to 



increased costs in the long-term. For example over the last year, it is estimated that over 72 hours 
were used to support the SBCCOG websites.  At a rate of $125 per hour the cost would have 
been approximately $9,000 for support services alone.  
 
SBCCOG staff believes that the current structure in place with CRG is the best fit for the 
websites, and is more manageable than our prior arrangement.   In addition, CRG has worked 
with other governmental agencies such as Los Angeles County Metropolitan Transportation 
Authority (Metro) and Southern California Association of Governments (SCAG) having been in 
business for over 15 years. 

 
FUNDING 
Currently, the SBCCOG pays $6,000/year with CRG.  A one-year contract would cost the same 
with CRG.  However, they have offered a 36 month contract for $5,100/year ($212.50/month or 
$2,550/year for each website).  Over the life of the contract, the 36 month option would realize a 
savings of $2,7000 over the one year contract. 
 
Staff believes that entering a long-term contract with CRG is a worthy investment because of the 
cost savings over a one-year contract and the overall familiarity and reliability of the company.  
See services on Exhibit A. 
 
RECOMMENDATION 
Approve a contract with CRG for fully-managed services at a total cost not to exceed $15,300 
($212.50/month or $2,550/year for each website) for a period of 36-months. 
 
Prepared by Chandler Sheilds 
 
 
	



PROFESSIONAL SERVICES AGREEMENT 
 
 

 This Professional Services Agreement (“Agreement”) is made as of November 14, 2016 by 
and between the South Bay Cities Council of Governments, a California joint powers authority 
("SBCCOG") and Civic Resources Group ("Consultant"). 

 
R E C I T A L S 

  
 A. SBCCOG desires to utilize the services of Consultant as an independent contractor 
to provide specified professional services to SBCCOG as set forth in Exhibit A. 
 

B.   Consultant represents that it is fully qualified to perform consulting services by virtue 
of its experience and the training, education, and expertise of its principals and employees. 
 
NOW, THEREFORE, in consideration of performance by the parties of the covenants and 
conditions herein contained, the parties hereto agree as follows:  
  
 1.  Services.      
  
 1.1  The nature and scope of the specific services to be performed by Consultant are as 
described in Exhibit A, attached hereto and incorporated herein by reference.    
  
 1.2  SBCCOG agrees to conduct its best effort to assist with the success of the program 
and understands that the Consultant assumes full responsibility to manage and produce the 
program.  
   
 1.3  SBCCOG and participating agencies shall provide all relevant documentation in 
their possession to the Consultant upon request in order to minimize duplication of efforts.  The 
SBCCOG staff shall work with the Consultant as necessary to facilitate performance of the 
services.  
  
  2.  Term of Agreement.  This Contract shall take effect January 12, 2017 and shall 
continue until January 12, 2020 unless earlier terminated pursuant to the provisions of paragraph 
14 herein.  The term of this Agreement may be extended by mutual agreement of the parties as 
may be necessary or desirable to carry out its purposes.   
  
 3.  Compensation.  SBCCOG shall pay for services based on the not to exceed 
budget of $15,300 as itemized in Exhibit A. 
 
 4.  Terms of Payment.  Consultant agrees to invoice SBCCOG $15,300 upon the 
execution of the contract and such invoice to be paid to consultant no later than 30 days after 
delivery of same to SBCCOG. 
    
  5.  Parties’ Representatives. Parties' Representatives. Jacki Bacharach shall serve 
as the SBCCOG's representative for the administration of the project.   All activities performed by 
the Consultant shall be coordinated with this person.   Gregory G. Curtin shall be in charge of the 
project for the Consultant on all matters relating to this Agreement and any agreement or approval 
made by him shall be binding on the Consultant. This person shall not be replaced without the 
written consent of the SBCCOG.  
  
 6.  Addresses.  
  

SBCCOG:   



South Bay Cities Council of Governments        
20285 S. Western Ave., Suite 100 
Torrance, CA 90501 
Attention: Jacki Bacharach, Executive Director  
   
Consultant:  
Civic Resource Group 
915 Wilshire Boulevard, Suite 2175 
Los Angeles, CA 90017 
Attention:    Gregory G. Curtin, Ph.D. Managing Director   

  
 7.  Status as Independent Contractor.  
  
 A.  Consultant is, and shall at all times remain as to SBCCOG, a wholly independent 
contractor.  Consultant shall have no power to incur any debt, obligation, or liability on behalf of 
SBCCOG or any participating agency or otherwise act on behalf of SBCCOG or any participating 
agency as an agent except as specifically provided in the Scope of Services.  Neither SBCCOG 
nor any of its agents shall have control over the conduct of Consultant or any of Consultant's 
employees, except as set forth in this Agreement.  Consultant shall not, at any time, or in any 
manner, represent that it or any of its agents or employees are in any manner employees of 
SBCCOG.  
  
 B.  Consultant shall fully comply with the workers' compensation law regarding 
Consultant and Consultant's employees.  Consultant further agrees to indemnify and hold 
SBCCOG harmless from any failure of Consultant to comply with applicable worker's 
compensation laws.    
  
 8.  Standard of Performance.  Consultant shall perform all work at the standard of 
care and skill ordinarily exercised by members of the profession under similar conditions.  
  
 9.  Indemnification.  Consultant agrees to indemnify the SBCCOG and participating 
public agencies, their respective officers, staff consultants, agents, volunteers, employees, and 
attorneys against, and will hold and save them and each of them harmless from, and all actions, 
claims, damages to persons or property, penalties, obligations, or liabilities that may be asserted 
or claimed by any person, firm, entity, corporation, political subdivision or other organization 
arising out of the acts, errors or omissions of Consultant, its agents, employees, subcontractors, 
or invitees, including each person or entity responsible for the provision of services hereunder, 
except for liability resulting from the sole negligence or wrongful acts of the SBCCOG or a 
participating agency.   
 
 10.  Insurance.  Consultant shall at all times during the term of this Agreement carry, 
maintain, and keep in full force and effect, with an insurance company admitted to do business in 
California and approved by the SBCCOG (1) a policy or policies of broad-form comprehensive 
general liability insurance with minimum limits of $1,000,000.00 combined single limit coverage 
against any injury, death, loss or damage as a result of wrongful or negligent acts by Consultant, 
its officers, employees, agents, and independent contractors in performance of services under 
this Agreement; (2) property damage insurance with a minimum limit of $1,000,000.00; (3) 
automotive liability insurance, with minimum combined single limits coverage of $500,000.00; 
and (4) worker's compensation insurance with a minimum limit of $500,000.00 or the amount 
required by law, whichever is greater.  SBCCOG and participating public agencies, their 
respective officers, employees, attorneys, staff consultants, and volunteers shall be named as 
additional insureds on the policy (ies) as to comprehensive general liability, property damage, 
and automotive liability. The policy (ies) as to comprehensive general liability, property damage, 



and automobile liability shall provide that they are primary, and that any insurance maintained by 
the SBCCOG shall be excess insurance only. 
 
 A.  All insurance policies shall provide that the insurance coverage shall not be non-
renewed, canceled, reduced, or otherwise modified (except through the addition of additional 
insureds to the policy) by the insurance carrier without the insurance carrier giving SBCCOG thirty 
(30) day's prior written notice thereof.  Consultant agrees that it will not cancel, reduce or 
otherwise modify the insurance coverage.  
  
 B.  All policies of insurance shall cover the obligations of Consultant pursuant to the 
terms of this Agreement; shall be issued by an insurance company which is admitted to do 
business in the State of California or which is approved in writing by the SBCCOG; and shall be 
placed with a current A.M. Best's rating of no less that A VII.  
  
 C.  Consultant shall submit to SBCCOG (1) insurance certificates indicating compliance 
with the minimum worker's compensation insurance requirements above, and (2) insurance policy 
endorsements indicating compliance with all other minimum insurance requirements above, not 
less than one (1) day prior to beginning of performance under this Agreement.  Endorsements 
shall be executed on SBCCOG's appropriate standard forms entitled "Additional Insured 
Endorsement", or a substantially similar form which the SBCCOG has agreed in writing to accept.  
  
  11.  Confidentiality.  Parties agree to preserve as confidential all Confidential 
Information that has been or will be provided to each other.   
  
 12.  Ownership of Materials.  All materials provided by Consultant in the performance 
of this Agreement shall be and remain the property of SBCCOG and its partner organizations 
without restriction or limitation upon their use or dissemination by SBCCOG.  The Consultant will 
retain non-exclusive perpetual rights to the use of material developed under this contract.   
  
 13.  Conflict of Interest.  It is understood and acknowledged that Consultant will serve 
as an agent of the SBCCOG and the participating agencies for the limited purpose of 
implementation of this project.    
  
 14.  Termination.  Either party may terminate this Agreement without cause upon 
fifteen (15) days' written notice to the other party.  The effective date of termination shall be upon 
the date specified in the notice of termination, or, in the event no date is specified, upon the 
fifteenth (15th) day following delivery of the notice. Immediately upon receiving written notice of 
termination, Consultant shall discontinue performing services.  Should the Agreement be 
breached in any manner, the non-breaching party may, at its option, terminate the Agreement not 
less than five (5) days after written notification is received by the breaching party to remedy the 
violation within the stated time or within any other time period agreed to by the parties.    
       
 15.  Personnel.  Consultant represents that it has, or will secure at its own expense, all 
personnel required to perform the services under this Agreement.  All of the services required 
under this Agreement will be performed by Consultant or under it supervision, and all personnel 
engaged in the work shall be qualified to perform such services.  Consultant reserves the right to 
determine the assignment of its own employees to the performance of Consultant’s services 
under this Agreement, but SBCCOG reserves the right, for good cause, to require Consultant to 
exclude any employee from performing services on SBCCOG's premises.  
  
 16. Non-Discrimination and Equal Employment Opportunity.  
  
 A.  Consultant shall not discriminate as to race, color, creed, religion, sex, marital 
status, national origin, ancestry, age, physical or mental handicap, medical condition, or sexual 



orientation, in the performance of its services and duties pursuant to this Agreement, and will 
comply with all rules and regulations of SBCCOG relating thereto. Such nondiscrimination shall 
include but not be limited to the following: employment, upgrading, demotion, transfers, 
recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of 
compensation; and selection for training, including apprenticeship.  
  
 B.  Consultant will, in all solicitations or advertisements for employees placed by or on 
behalf of Consultant state either that it is an equal opportunity employer or that all qualified 
applicants will receive consideration for employment without regard to race, color, creed, religion, 
sex, marital status, national origin, ancestry, age, physical or mental handicap, medical condition, 
or sexual orientation.  
  
 17.  Assignment.  Consultant shall not assign or transfer any interest in this 
Agreement nor the performance of any of Consultant's obligations hereunder, without the prior 
written consent of SBCCOG, and any attempt by Consultant to so assign this Agreement or any 
rights, duties, or obligations arising hereunder shall be void and of no effect.  
  
 18.  Compliance with Laws.  Consultant shall comply with all applicable laws, 
ordinances, codes and regulations of the federal, state, and local governments. Each party is 
responsible for paying its own all federal and state income taxes, including estimated taxes, and 
all other government taxes, assessments and fees incurred as a result of his/her performance 
under this Agreement and the compensation paid by or through this Agreement 
 
 19.  Non-Waiver of Terms, Rights and Remedies.  Waiver by either party of any one 
or more of the conditions of performance under this Agreement shall not be a waiver of any other 
condition of performance under this Agreement.  In no event shall the making by SBCCOG of 
any payment to Consultant constitute or be construed as a waiver by SBCCOG of any breach of 
covenant, or any default which may then exist on the part of Consultant, and the making of any 
such payment by SBCCOG shall in no way impair or prejudice any right or remedy available to 
SBCCOG with regard to such breach or default.  
     
 20.     Resolving Disputes.  If a dispute arises under this Agreement, prior to instituting 
litigation the parties agree to first try to resolve the dispute with the help of a mutually agreed-
upon mediator in California.  Any costs and fees other than attorney fees associated with the 
mediation shall be shared equally by the parties.  
 
 
 21.    Severability.  If any part of this Agreement is held unenforceable, the rest of the 
Agreement will continue in effect provided that the principal purposes of the parties are not 
thereby frustrated.    
  
 22.    Notices.  Any notices required to be given under this Agreement by either party to 
the other may be affected by any of the following means: by electronic correspondence (email), by 
personal delivery in writing by mail, registered or certified, postage prepaid with return receipt 
requested.  Mailed notices must be addressed to the parties at the addresses appearing in the 
introductory paragraph of this Agreement, but each party may change the address by giving 
written or electronic notice in accordance with this paragraph.  Notices delivered personally will 
be deemed communicated as of actual receipt; mailed notices will be deemed communicated as 
of the day of receipt or the fifth day after mailing, whichever occurs first.  Electronic notices are 
deemed communicated as of actual time and date of receipt. Any electronic notices must specify 
an automated reply function that the email was received.  The email addresses for each party are 
as follows:  
  
 Jacki Bacharach – jacki@southbaycities.org  



 Gregory G. Curtin – gregc@civicresource.com    
  
 23.  Governing Law.  This Contract shall be interpreted, construed and enforced in 
accordance with the laws of the State of California.  
  
 24.  Counterparts.  This Agreement may be executed in any number of counterparts, 
each of which shall be deemed to be the original, and all of which together shall constitute one 
and the same instrument.  
  
 25.  Entire Agreement.  This Agreement, and any other documents incorporated 
herein by specific reference, represents the entire and integrated agreement between Consultant 
and SBCCOG.  This Agreement supersedes all prior oral or written negotiations, representations 
or agreements.  This Agreement may not be amended, nor any provision or breach hereof 
waived, except in a writing signed by the parties which expressly refers to this Agreement.  
Amendments on behalf of the SBCCOG will only be valid if signed by the SBCCOG Executive 
Director or the Chairman of the Board and attested by the SBCCOG Secretary.  
  
 26. Exhibits.  All exhibits referred to in this Agreement are incorporated herein by this 
reference.  
  
IN WITNESS WHEREOF, the parties have executed this Agreement as of the date first written 
above.  
    
"SBCCOG"  
South Bay Cities Council of Governments  
  
By:   _________________________________   
 James Osborne (Signature)   
       
Title: _________________________________  
  
Date: __________________________ ______ 
  
Attest:________________________________  

SBCCOG Secretary  
  
“Consultant”    
  
By:   _________________________________   
 (Signature)        
 
______________________________________  
Gregory G. Curtin, Ph.D 
  
Title: Civic Resource Group Managing Director  
  
Date: __________________________________  
 

 

October 26, 2016

Gregory G. Curtin



 

 
 
  

sales@civicresource.com 

(213) 225-1170 

www.civicresource.com 

Civic Resource Group 
Southbaycities.org Hosting and Support 

 

Leading your Digital Transformation 

 

 

 
 
 
  
 
 
 
 
 
 
 

 
 

 
 
 
  

  

 

 
 
 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1. 10% Discount is available for 
commitment > 2 years 

2. 10% Discount for prepay for 1 year 
and 15% for 2 years 

OVERVIEW 

CRG provides a comprehensive state-of-the-art managed Cloud hosting 

solution including robust redundancy, performance, and availability.  Civic 

Resource Group Managed AWS Hosting offers clients a turnkey solution to 

manage the increasingly complex infrastructure required for delivering 

web based applications.  Tailored to meet the specific needs of public 

sector organizations, CRG’s managed application service plan provides a 

highly secure cloud hosting environment with full service management 

capabilities.  

SUPPORT FEATURES 

CRG provides a variety of high-level support features and services  

for clients. The technical support packages offer fully managed  

support, ticketing system, and dedicated support team. 

 Support Services Management 

 Email and Phone Support 

 Cloud Support 

 Web and Application Support 

 Professional Engineering Services 

THREAT MANAGEMENT & DISASTER RECOVERY 

CRG managed AWS Cloud Hosting ensures the security of client data 

through unified threat management protocols, systems, and encryption. 

 Cost Effect Disaster Recovery Solution leveraging AWS.  

Data replication to Amazon S3 on daily basis along with standby servers. 

 AWS Firewalls, Deep Packet Inspection technology scans, and application 

control  

 Intrusion Prevention System protects against network & application 

threats  

 SSL Certificate: Web servers have only port 80 and Secure Socket Layer 

(SSL) with 256 Bit encryption that has port 443 open for secure 

communication 

 SQL Server 2012 and MySQL: all sensitive data is encrypted within a 

database 

 24x7x365 Website monitoring and response system  

Threat 
Management 

& Disaster 
Recovery

Cost 
Effective 
Disaster 
Recovery

Firewalls, 
DPI, app 
threats

Intrustion 
Prevention 

System
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South Bay Cities Council of Governments 
(SBCCOG)  
 

Overview: 

Civic Resource Group (CRG) will provide hosting and support for South Bay Cities Council of Governments 
(SBCCOG) and South Bay Environmental Services Center (SBESC) websites.  

 

The support bucket below is calculated using Civic Resource Group’s blended rate of $120/hr.  

 

Hosting & Support: Includes maintenance and support for operating system. Database and Drupal 

version 7.x patches.  

 

Hosting 

Description  Shared 

Environment  Shared Hosting Environment 

Storage Space  50 GB 

Operating System  Linux OS 

Operating System Support  Ongoing updates and security patches 

Database  MySQL 

Security  Firewall/Intrusion Prevention 

Website Monitoring  24 x 7 application monitoring service with real‐time 
notification. 

Support 

Description   

Command Center crisis dispatch management (7 x 24 x 365)   

Email/Ticketing System   

Phone Support   

Drupal Patch   

Cost for two websites (with annual agreement)  $500/month for both websites 

Optional 15% discount if prepay for full 3 years   $15,300/3 years for both websites 



    Exhibit A 

   
CIVIC RESOURCE GROUP    Page | 2 

 

Rollover Hours from 2016-2017 contract 

Key Project Task Description  

On-Call Support and Maintenance  On-call support and maintenance for SBCCOG and 
SBESC website via Civic Resource Group’s ticketing 
system 

 Assumption: To be invoiced on an “as-needed” basis. 
Unused funds at the end of the term may be rolled 
forward if term is extended or funds shall be 
reimbursed to client. 

40 hours 
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