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The 18th Annual South Bay Cities Council of
Government’s General Assembly was one of the most 
successful Assemblies to date. It was hosted in the City 
of Carson on Friday, February 24th and covered why 
local governments need to consider and become a part
of the powerful digital momentum shaping the world
in new ways.  James Osborne, SBCCOG Chair and 
Councilman of the City of Lawndale emceed the event. 

“The region (and the world) is in the midst of a
revolution and our governments must revolutionize
along with it,” this year’s kickoff speaker, Ron Galperin,
City Controller of Los Angeles, began.  Galperin
discussed the transformations the Controller’s Offi ce 
has made over the past decade.  Transparency and open 
data can revolutionize the public sector and change
the way governments are engaging with the public. He 
showcased examples from the Controller’s website. 
Through the website, any check written in Los Angeles 
can be traced, all details regarding payroll can be located 
and anyone can look up the name, number and phone
number of the person who runs any fund in Los Angeles.
Users can download the data and share it.  The
Controller’s offi ce is presenting data in new ways 
through mapping.  For example, through the domestic

violence program, every incident of domestic violence
was mapped.  Violence knows no borders and takes 
place in every single neighborhood. Rates of animal
euthanasia differ.  Twice as many occur in South Los 
Angeles as the Westside. “The power of all the data to 
better inform decisions and engage people is vast. We 
are just beginning to scratch the surface,” Galperin 
ended.

Interviews with the Mayors of Ammon Idaho, Dana 
Kirkham and Chattanooga, Tennessee, Andy Berke
were conducted virtually from their respective towns. 
Under the leadership of Kirkham, Ammon, Idaho
has installed a municipally-owned fi ber network and
provides it as a utility to the city.  Any individual can
use the network to develop end services to consumers.
This allows for heightened competition and innovation
providing a boon to the local economy. Under the
leadership of Berke, Chattanooga has been transformed
into a world class city that has experienced some of
the highest wage growth in the nation. Chattanooga
became one of the fi rst cities in the Western Hemisphere
to offer 10-gigabit per second fi ber service to all 
residents, a speed hundreds of times faster than the 
national average. Both mayors discussed the political 
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An F-35 fi ghter jet’s software is built on about 8 million lines of computer code – two million 
fewer than the Android phone that some readers likely have in their pockets. When you log on to 
Facebook, you are accessing a product built on 61 million lines of code. Some cars have nearly double 
that number.  The fi rst computer weighed 24 tons, and the lightest smartphone in the world weighs 
just two-hundredths of a pound. As a recovering computer science major, I am fascinated by our never 
ending ability to pack more computing power into ever-smaller packages.

Unfortunately, though, with complexity comes vulnerability. In Congress, I sit on two committees 
that grapple with cybersecurity threats – the House Committee on Foreign Affairs and the House 
Committee on the Judiciary. During our discussions, I am often reminded of the reprehensible 
ransomware attacks that held a Hollywood hospital’s fi les hostage until administrators paid criminals 
to decrypt their data. While my colleagues and I are often briefed on powerful criminal organizations 
and hackers backed by nation states, chief information security offi cers (CISOs) across the country
are lying awake at night for far less exciting reasons. Smart criminals know the best way to compromise
a fi rm or government’s data is the path of least resistance. If they can simply send a fake email to one 
valuable employee – a process known as “spearphishing” – and infect one person’s phone, why waste
the resources targeting well-guarded servers at an organization’s headquarters? Cybersecurity is everyone’s
responsibility, and not just a C-suite or national security concern.

To police those 10 million lines of code on your phone is a tough task, and even the best cybersecurity
experts in the world miss details that can turn your private messages into fodder for public embarrassment,
extortion, or theft. Bad actors are diverse and complex, but the measures we use to protect ourselves 
do not have to be. Below you can fi nd several useful cybersecurity tips – tips I personally recommend 
– to protect your devices and yourself:

1. Recognize the value of your data. Your personal information, conveyed in texts, voicemails,
 or emails, can always be used against you. An email and a birthday, for example, can be used
 to recover email account information, which can then be used to recover bank passwords.

2. Use two-factor authentication: This is a great way for systems to verify a user’s identity. Two
 factors, or two steps, are required to log into an online account. For example, Gmail has a feature
 that sends a text to a user’s phone after they plug in their password, helping Google verify
 the user’s authenticity.

3. Don’t use the same password for everything. According to the mobile tech company TeleSign,
 21% of people use passwords that are over 10 years old. That means there’s a good chance your
 password was created the same year Steve Jobs announced the fi rst iPhone!
 Change your passwords frequently.

4. End-to-end encryption. Apps like Signal use end-to-end encryption to prevent third parties
 from monitoring your communications. Here’s how it works: A and B want to communicate.
 They each have a publicly available encryption key and a private key. The parties
 mutually share their public keys before communicating. A uses B’s public key to encrypt the
 message, and B uses her private key to decrypt the message. Whatever is encrypted with a
 public key has to be decrypted by its corresponding private key. The best part?
 All of this happens behind the scenes, so all you have to do is simply download Signal
 or WhatsApp from the Android or Apple App store.

By Hon. Ted W. Lieu, U.S. Congressional District 33.
April 10, 2017
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To the City of Carson for hosting our 18th Annual General Assembly and for the generous

assistance of their staff and to the staff and volunteers of the South Bay Environmental Services 
Center  (a program of the SBCCOG)
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5. Look for the HTTPS secure lock in your web browser’s URL. If you go to Gmail.com, you will notice a small lock icon
 on the left side of your address bar. This means the site is communicating securely with your computer. Gone are the days
 of the old “Prince stuck in a foreign country” wire transfer scam. As hackers have become more sophisticated,they have
 learned to create websites nearly identical to the ones you use every day. Look for the secure lock, “HTTPS” to indicate a
 rigorous certifi cation process, and make sure URLs are spelled correctly (gmail.com versus gmal.com) and have trusted
 extensions (.biz is usually less safe than .org).

6. Back up your data. This goes for your average citizen or the National Security Agency. Keep a spare external hard drive
 handy and back up frequently.

While there is no such thing as perfect security, we all should strive for good “cyber hygiene.” In today’s world, as more and 
more of life takes place behind a computer screen, it is absolutely critical that we take collective and individual responsibility 
for our data.

The passage of school bond Measure Q in 2012 by voters 
provided the Redondo Beach Unifi ed School District with 
the opportunity to be the fi rst South Bay school district to 
use solar energy as a power source on a system-wide basis. 
The project was initiated when the District contracted with 
PsomasFMG, a solar energy company, to design and build
a 1.626 megawatt solar energy network, for a total cost of
$8 million.  The solar panels were installed starting in late 
2013 at 13 school locations and have proven, in addition to 
saving money and cutting carbon emissions, to be a valuable 
educational opportunity for the students.  The panels, having 
been installed next to athletic fi elds, playgrounds, and parking 
lots, also provide shading for fi elds, playgrounds and parking 
areas used by faculty, students and visitors.

The solar projects work by converting sunlight hitting the 
photovoltaic panels into electricity.  PsomasFMG has
guaranteed that the panels will reduce energy use, with a
projected savings of approximately $15 million over the
next 20 years, while reducing energy use by at least 70 percent.
During sunlight hours the panels produce more power than 
needed and the utility meters spin backward, resulting in an 
accumulation of credits with Southern California Edison.

In summer months, the panels provide power to the
surrounding neighborhoods, making them less dependent 
on Edison and benefi tting the District through Edison’s net 
metering program.

At the January 24, 2017 District Board meeting, PsomasFMG
provided data for two years of solar production.  Initial 
electricity savings estimates projected an annual savings of 
$500,000.  In 2015, the fi rst full year of solar operation,

including the commissioning period, savings were $881,000.
In the second year, savings totaled $706,414. The District has 
already earned a $1.6 million payback.

The educational benefi t can be seen in the elementary, middle 
and high schools.  Teachers can incorporate lessons in science, 
technology, and engineering.  At the individual sites, students 
are actually able to see the meters going backward.  They also 
have the ability to log on to the District website and see how 
the panels are doing on a cloudy versus sunny day.  They can 
see environmental benefi ts of the system as well.  For example, 
the data shows that the District has generated enough power
to operate 260 homes and reduce more than 16,000 tons of 
carbon emissions, which is equivalent to taking 2,890 cars off 
the road or planting 24,540 trees.

Dr. Steven Keller, Superintendent, said that RBUSD continues
to maintain its “green” focus of minimizing its carbon footprint.
For more information, visit ww.rbusd.org, at the Solar Project 
link. 

The quarterly South Bay WatchThe quarterly South Bay Watch
is available electronicallyis available electronically

by email or atby email or at
www.southbaycities.org.www.southbaycities.org.

To receive by email, please sendTo receive by email, please send  
your email address toyour email address to

sbccog@southbaycities.orgsbccog@southbaycities.org
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diffi culties of implementing such programs. Open and
engaged communication with the community is necessary. 
Digital literacy is also necessary. Regardless of cost or speed, 
people need to know how to best utilize what they have 
access to.

Juliette Finzi Hart, US Geological Survey, demonstrated 
the power of virtual reality. Science is diffi cult to commu-
nicate and showing maps with lines on it does not have a 
powerful impact. To help engage people with the issues of 
sea level rise, it is more effective to help them visualize what 
it would look like. The US Geological Survey has partnered 
with Google in taking 360 degree videos of beach fronts 
during king tides. This helps viewers imagine the future 
without having to actually experience it. 

Bits, Bytes and Gigs are our present and future. George 
Wentz and Dave Zelenok, HR Green California, discussed 
the role of the city in the digital present and future. Street 
lights and signals will become important carriers of wifi  to 
households. How cities repurpose their infrastructure will 
defi ne a city’s role in fi ber and broadband. Cities should 
start planning for the inevitable future of driverless cars and 
personal rapid transit. There is an emerging global trend in 
slow-speed personal electric mobility like skateboards and 
scooters. These have the potential to serve as important last 
mile connections. Driverless cars will change the urban
fabric. They have the potential to increase capacity by 300%. 
Deloitte projects 80% driverless car adoption by 2040. 

Ted Lieu, Congressman 33rd District, and Deb Socia, 
Executive Director of Next Century Cities, discussed the 
digital climate in the national arena. Socia emphasized that 
state laws prohibiting cities from controlling or managing 
fi ber ought not to exist. Local government must be vigilant 
and resistant to these types of laws. If the current market 
does not solve the problem of broadband provision, then 
local and regional jurisdictions must be allowed to play a 
role. Lieu discussed the issue of cyber security and that most 
governments are behind on this front. The potential loss of 
Net Neutrality is also a problem. Providers should not be 
allowed to adjust internet speeds based on pricing. Finally, 
the panel discussed job training and how everyone needs to 
be thinking about the jobs of the future. The economy will 
never go back to the way it was before, and the labor force 
needs to be re-trained.

Healthcare is about wellness, Ozzie Martinez, CAO, Kaiser 
Permanente, South Bay, began. Kaiser’s mission is to best 
integrate healthcare into the other domains of life. Kaiser 
is looking at how to best integrate healthcare with the daily 
activities and routines of an individual. Part of the answer 
is through technology and access to services from phones 
and computers and stores like Target. Healthcare must be 
approached as a community.

Edward Humes, Pulitzer Prize-winning author whose 
recent book is Door-to-Door: The Magnifi cent Maddening, 
Mysterious World of Transportation, ended the General 
Assembly. The future of urban environments depends on 
groups like the ones at the General Assembly. Change 
needs to happen at the local and regional level. There will 
be 2 major disrupters to transportation: 3-D printing and 
driverless cars. 3-D printing may make billions of dollars 
in transportation investment obsolete. It will change the 
fabric of the local economy. Cities must plan for this now. 
Single occupancy vehicle driving will be something of the 
past. Congestion, ineffi ciencies, and hazards will be greatly 
reduced if not eliminated with increasing driverless
penetration. Hume ended by saying, “After World War 2, 
Los Angeles let the vehicle dictate the urban form of the 
city. Now we need to defi ne what we want our cities to look 
like and get transportation to lead us there.”

This free event is made possible every year by our sponsors 
who were recognized for their contributions, both cash and 
in kind throughout the day. 
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The SBCCOG is pleased to announce a new program, 
Renewable South Bay, that aims to help more homeown-
ers go solar, improving their homes and  contributing to a 
cleaner, greener environment for the whole region.  Our 
partner in Renewable South Bay is Renovate America’s 
HERO Program, the nation’s largest residential Property
Assessed Clean Energy (PACE) program.  The HERO
Program pairs an innovative fi nancing solution with 
industry-leading consumer safeguards throughout every 
step of a project, making solar panels on homes much more 
achievable. 

All residents of cities and unincorporated areas within
the SBCCOG are eligible to participate.

In accordance with state law, through PACE programs such 
as HERO, property owners can receive 100% fi nancing for 
energy effi ciency or water conservation projects.  Upon
installation, they start receiving the fi nancial benefi t right 
away.  The property owner pays for the project as a property
tax assessment over time, and should the property ownership
transfer, the assessment stays with the 
property.  State law also includes consumer 
protections.

While solar panels are one of the most 
popular programs, there are over 50 types
of home performance projects that qualify
for the PACE Programs. Other types of
improvements that can be fi nanced include

heating and air conditioning, windows and doors, roofi ng, 
artifi cial turf, and more that help save energy or water.

PACE fi nancing programs are a “win-win” situation not only
for an individual property owner, but also for the participating
cities and the larger South Bay community.  Property owners
have the immediate benefi t of reduced utility bills and 
increased property value.  PACE programs also economically 
benefi t owners by enabling the fi nancing of energy and water 
effi ciency improvements up front with no money down, with 
a fi xed rate property assessment that can be amortized over 
time (up to 20 years).   The individual participating cities 
benefi t from increased sales tax and construction permit
fee revenues which are a result of the construction and
improvement work that is involved.  PACE also benefi ts
cities by providing an additional tool or strategy that can be 
incorporated into a Climate Action Plan, aimed at reducing 
greenhouse gas emissions, and advancing environmental
goals of AB 32 (The Global Warming Solutions Act of 2006).

Renewable South Bay and the HERO Program
offer an easy way to install solar and take 
control of your utility costs.  They have already 
helped thousands of homeowners save energy, 
water, and money.  Visit www.southbaycities.
org/programs/renewable-south-bay  for more 
information, or call 855-HERO-411. 

Find SBESC at www.sbesc.com

The South Bay Cities Council of Governments is now on Facebook (@SBCCOG) and Twitter (@SouthBayCCOG). 
Follow the accounts for the latest updates on SBCCOG programs, special initiatives, annual General Assembly and
interesting historical facts about the South Bay.  Please share these accounts with colleagues, friends and family on your
social media platforms!  And remember, you can also fi nd information about the South Bay Environmental Services
Center @SBESC for Facebook and Twitter.

SBCCOG NOW ON FACEBOOK AND TWITTERSBCCOG NOW ON FACEBOOK AND TWITTER.

SBCCOG Chair and Lawndale Councilmember Jim 
Osborne announces the Renewable South Bay program 
at the City of Inglewood’s Earth Day and Jazz Festival, 
April 15.

Joining Jim Osborne at the Renewable South Bay program 
launch: (left) Rex Richardson, Long Beach Vice Mayor and 
Manager, Renovate America and (right) Ralph Franklin, 
Inglewood Councilmember and past SBCCOG Chair.
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interesting historical facts about the South Bay.  Please share these accounts with colleagues, friends and family on your
social media platforms!  And remember, you can also fi nd information about the South Bay Environmental Services
Center @SBESC for Facebook and Twitter.

SBCCOG NOW ON FACEBOOK AND TWITTERSBCCOG NOW ON FACEBOOK AND TWITTER.

SBCCOG Chair and Lawndale Councilmember Jim 
Osborne announces the Renewable South Bay program 
at the City of Inglewood’s Earth Day and Jazz Festival, 
April 15.

Joining Jim Osborne at the Renewable South Bay program 
launch: (left) Rex Richardson, Long Beach Vice Mayor and 
Manager, Renovate America and (right) Ralph Franklin, 
Inglewood Councilmember and past SBCCOG Chair.
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diffi culties of implementing such programs. Open and
engaged communication with the community is necessary.
Digital literacy is also necessary. Regardless of cost or speed, 
people need to know how to best utilize what they have 
access to.

Juliette Finzi Hart, US Geological Survey, demonstrated 
the power of virtual reality. Science is diffi cult to commu-
nicate and showing maps with lines on it does not have a 
powerful impact. To help engage people with the issues of 
sea level rise, it is more effective to help them visualize what 
it would look like. The US Geological Survey has partnered 
with Google in taking 360 degree videos of beach fronts 
during king tides. This helps viewers imagine the future 
without having to actually experience it. 

Bits, Bytes and Gigs are our present and future. George
Wentz and Dave Zelenok, HR Green California, discussed 
the role of the city in the digital present and future. Street
lights and signals will become important carriers of wifi  to 
households. How cities repurpose their infrastructure will 
defi ne a city’s role in fi ber and broadband. Cities should 
start planning for the inevitable future of driverless cars and 
personal rapid transit. There is an emerging global trend in 
slow-speed personal electric mobility like skateboards and 
scooters. These have the potential to serve as important last 
mile connections. Driverless cars will change the urban
fabric. They have the potential to increase capacity by 300%. 
Deloitte projects 80% driverless car adoption by 2040. 

Ted Lieu, Congressman 33rd District, and Deb Socia, 
Executive Director of Next Century Cities, discussed the 
digital climate in the national arena. Socia emphasized that 
state laws prohibiting cities from controlling or managing 
fi ber ought not to exist. Local government must be vigilant 
and resistant to these types of laws. If the current market 
does not solve the problem of broadband provision, then 
local and regional jurisdictions must be allowed to play a 
role. Lieu discussed the issue of cyber security and that most 
governments are behind on this front. The potential loss of 
Net Neutrality is also a problem. Providers should not be 
allowed to adjust internet speeds based on pricing. Finally, 
the panel discussed job training and how everyone needs to 
be thinking about the jobs of the future. The economy will 
never go back to the way it was before, and the labor force 
needs to be re-trained.

Healthcare is about wellness, Ozzie Martinez, CAO, Kaiser 
Permanente, South Bay, began. Kaiser’s mission is to best 
integrate healthcare into the other domains of life. Kaiser 
is looking at how to best integrate healthcare with the daily 
activities and routines of an individual. Part of the answer 
is through technology and access to services from phones 
and computers and stores like Target. Healthcare must be 
approached as a community.

Edward Humes, Pulitzer Prize-winning author whose 
recent book is Door-to-Door: The Magnifi cent Maddening, 
Mysterious World of Transportation, ended the General 
Assembly. The future of urban environments depends on 
groups like the ones at the General Assembly. Change 
needs to happen at the local and regional level. There will 
be 2 major disrupters to transportation: 3-D printing and 
driverless cars. 3-D printing may make billions of dollars 
in transportation investment obsolete. It will change the 
fabric of the local economy. Cities must plan for this now. 
Single occupancy vehicle driving will be something of the 
past. Congestion, inefficiencies, and hazards will be greatly 
reduced if not eliminated with increasing driverless
penetration. Hume ended by saying, “After World War 2, 
Los Angeles let the vehicle dictate the urban form of the 
city. Now we need to define what we want our cities to look 
like and get transportation to lead us there.”

This free event is made possible every year by our sponsors 
who were recognized for their contributions, both cash and 
in kind throughout the day. 
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SBCCOG ANNOUNCES SOLAR PROGRAMSBCCOG ANNOUNCES SOLAR PROGRAM
RENEWABLE SOUTH BAYRENEWABLE SOUTH BAY

The SBCCOG is pleased to announce a new program, 
Renewable South Bay, that aims to help more homeown-
ers go solar, improving their homes and  contributing to a 
cleaner, greener environment for the whole region.  Our 
partner in Renewable South Bay is Renovate America’s 
HERO Program, the nation’s largest residential Property
Assessed Clean Energy (PACE) program.  The HERO
Program pairs an innovative fi nancing solution with 
industry-leading consumer safeguards throughout every 
step of a project, making solar panels on homes much more 
achievable. 

All residents of cities and unincorporated areas within
the SBCCOG are eligible to participate.

In accordance with state law, through PACE programs such 
as HERO, property owners can receive 100% fi nancing for 
energy effi ciency or water conservation projects.  Upon
installation, they start receiving the fi nancial benefi t right 
away.  The property owner pays for the project as a property
tax assessment over time, and should the property ownership
transfer, the assessment stays with the 
property.  State law also includes consumer 
protections.

While solar panels are one of the most 
popular programs, there are over 50 types
of home performance projects that qualify
for the PACE Programs. Other types of
improvements that can be fi nanced include

heating and air conditioning, windows and doors, roofi ng, 
artifi cial turf, and more that help save energy or water.

PACE fi nancing programs are a “win-win” situation not only
for an individual property owner, but also for the participating
cities and the larger South Bay community.  Property owners
have the immediate benefi t of reduced utility bills and 
increased property value.  PACE programs also economically 
benefi t owners by enabling the fi nancing of energy and water 
effi ciency improvements up front with no money down, with 
a fi xed rate property assessment that can be amortized over 
time (up to 20 years).   The individual participating cities 
benefi t from increased sales tax and construction permit
fee revenues which are a result of the construction and
improvement work that is involved.  PACE also benefi ts
cities by providing an additional tool or strategy that can be 
incorporated into a Climate Action Plan, aimed at reducing 
greenhouse gas emissions, and advancing environmental
goals of AB 32 (The Global Warming Solutions Act of 2006).

Renewable South Bay and the HERO Program
offer an easy way to install solar and take 
control of your utility costs.  They have already 
helped thousands of homeowners save energy, 
water, and money.  Visit www.southbaycities.
org/programs/renewable-south-bay  for more 
information, or call 855-HERO-411. 

Find SBESC at www.sbesc.com

The South Bay Cities Council of Governments is now on Facebook (@SBCCOG) and Twitter (@SouthBayCCOG). 
Follow the accounts for the latest updates on SBCCOG programs, special initiatives, annual General Assembly and
interesting historical facts about the South Bay.  Please share these accounts with colleagues, friends and family on your
social media platforms!  And remember, you can also fi nd information about the South Bay Environmental Services
Center @SBESC for Facebook and Twitter.

SBCCOG NOW ON FACEBOOK AND TWITTERSBCCOG NOW ON FACEBOOK AND TWITTER.

SBCCOG Chair and Lawndale Councilmember Jim 
Osborne announces the Renewable South Bay program 
at the City of Inglewood’s Earth Day and Jazz Festival, 
April 15.

Joining Jim Osborne at the Renewable South Bay program 
launch: (left) Rex Richardson, Manager, Renovate 
America and (right) Ralph Franklin, Inglewood 
Councilmember and past SBCCOG Chair.
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The 18th Annual South Bay Cities Council of
Government’s General Assembly was one of the most 
successful Assemblies to date. It was hosted in the City 
of Carson on Friday, February 24th and covered why 
local governments need to consider and become a part
of the powerful digital momentum shaping the world
in new ways.  James Osborne, SBCCOG Chair and 
Councilman of the City of Lawndale emceed the event. 

“The region (and the world) is in the midst of a
revolution and our governments must revolutionize
along with it,” this year’s kickoff speaker, Ron Galperin,
City Controller of Los Angeles, began.  Galperin
discussed the transformations the Controller’s Offi ce 
has made over the past decade.  Transparency and open 
data can revolutionize the public sector and change
the way governments are engaging with the public. He 
showcased examples from the Controller’s website. 
Through the website, any check written in Los Angeles 
can be traced, all details regarding payroll can be located 
and anyone can look up the name, number and phone
number of the person who runs any fund in Los Angeles.
Users can download the data and share it.  The
Controller’s offi ce is presenting data in new ways 
through mapping.  For example, through the domestic

violence program, every incident of domestic violence
was mapped.  Violence knows no borders and takes 
place in every single neighborhood. Rates of animal
euthanasia differ.  Twice as many occur in South Los 
Angeles as the Westside. “The power of all the data to
better inform decisions and engage people is vast. We
are just beginning to scratch the surface,” Galperin 
ended.

Interviews with the Mayors of Ammon Idaho, Dana 
Kirkham and Chattanooga, Tennessee, Andy Berke
were conducted virtually from their respective towns. 
Under the leadership of Kirkham, Ammon, Idaho
has installed a municipally-owned fiber network and
provides it as a utility to the city.  Any individual can
use the network to develop end services to consumers.
This allows for heightened competition and innovation
providing a boon to the local economy. Under the
leadership of Berke, Chattanooga has been transformed
into a world class city that has experienced some of
the highest wage growth in the nation. Chattanooga
became one of the fi rst cities in the Western Hemisphere
to offer 10-gigabit per second fi ber service to all 
residents, a speed hundreds of times faster than the 
national average. Both mayors discussed the political 
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An F-35 fi ghter jet’s software is built on about 8 million lines of computer code – two million 
fewer than the Android phone that some readers likely have in their pockets. When you log on to
Facebook, you are accessing a product built on 61 million lines of code. Some cars have nearly double 
that number.  The fi rst computer weighed 24 tons, and the lightest smartphone in the world weighs 
just two-hundredths of a pound. As a recovering computer science major, I am fascinated by our never 
ending ability to pack more computing power into ever-smaller packages.

Unfortunately, though, with complexity comes vulnerability. In Congress, I sit on two committees 
that grapple with cybersecurity threats – the House Committee on Foreign Affairs and the House 
Committee on the Judiciary. During our discussions, I am often reminded of the reprehensible 
ransomware attacks that held a Hollywood hospital’s files hostage until administrators paid criminals 
to decrypt their data. While my colleagues and I are often briefed on powerful criminal organizations 
and hackers backed by nation states, chief information security offi cers (CISOs) across the country
are lying awake at night for far less exciting reasons. Smart criminals know the best way to compromise
a fi rm or government’s data is the path of least resistance. If they can simply send a fake email to one 
valuable employee – a process known as “spearphishing” – and infect one person’s phone, why waste
the resources targeting well-guarded servers at an organization’s headquarters? Cybersecurity is everyone’s
responsibility, and not just a C-suite or national security concern.

To police those 10 million lines of code on your phone is a tough task, and even the best cybersecurity
experts in the world miss details that can turn your private messages into fodder for public embarrassment,
extortion, or theft. Bad actors are diverse and complex, but the measures we use to protect ourselves 
do not have to be. Below you can fi nd several useful cybersecurity tips – tips I personally recommend 
– to protect your devices and yourself:

1. Recognize the value of your data. Your personal information, conveyed in texts, voicemails,
or emails, can always be used against you. An email and a birthday, for example, can be used
to recover email account information, which can then be used to recover bank passwords.

2. Use two-factor authentication: This is a great way for systems to verify a user’s identity. Two
factors, or two steps, are required to log into an online account. For example, Gmail has a feature
that sends a text to a user’s phone after they plug in their password, helping Google verify
the user’s authenticity.

3. Don’t use the same password for everything. According to the mobile tech company TeleSign,
21% of people use passwords that are over 10 years old. That means there’s a good chance your
password was created the same year Steve Jobs announced the fi rst iPhone!
Change your passwords frequently.

4. End-to-end encryption. Apps like Signal use end-to-end encryption to prevent third parties
from monitoring your communications. Here’s how it works: A and B want to communicate.
They each have a publicly available encryption key and a private key. The parties
mutually share their public keys before communicating. A uses B’s public key to encrypt the
message, and B uses her private key to decrypt the message. Whatever is encrypted with a
public key has to be decrypted by its corresponding private key. The best part?
All of this happens behind the scenes, so all you have to do is simply download Signal

 or WhatsApp from the Android or Apple App store.

By Hon. Ted W. Lieu, U.S. Congressional District 33.
April 10, 2017

The South Bay Cities Council of Governments
thanks our generous General Assembly supporters

B E N E F A C T O R S  $ 5 , 0 0 0B E N E F A C T O R S   $ 5 , 0 0 0
Chevron Products Company • Renovate America/HERO Program
SoCalGas • Southern California Edison • The Port of Los Angeles

S P O N S O R S  $ 2 , 5 0 0S P O N S O R S   $ 2 , 5 0 0
California State University, Dominguez Hills • Daily Breeze • Econolite Group

Enterprise Rent-A-Car • Fujitsu Network Communications • HR Green • Iteris, Inc.
Kaiser Permanente South Bay Medical Center • Los Angeles County Supervisor

Mark Ridley-Thomas • Magellan Advisors • Metropolitan Water District of Southern California
South Coast Air Quality Management District • Southern California

Association of Governments • Spruce Finance • Water Replenishment District 
Watson Land Company • West Basin Municipal Water District • Ygrene Energy Fund

F R I E N D S  O F  T H E  C O GF R I E N D S  O F  T H E  C O G
Intelligent Transportation Society of CA • Los Angeles County Supervisor Janice Hahn 

South Bay Workforce Investment Board • SmartGig Media
Starbucks • Terranea Resort • The Beach Reporter and PV Peninsula News

S P E C I A L  T H A N K S . . .S P E C I A L  T H A N K S . . .
To the City of Carson for hosting our 18th Annual General Assembly and for the generous

assistance of their staff and to the staff and volunteers of the South Bay Environmental Services 
Center  (a program of the SBCCOG)

C o n t i n u e d  t o  P a g e  2

C o n t i n u e d  t o  P a g e  5

THE REDONDO BEACH UNIFIED SCHOOL DISTRICTTHE REDONDO BEACH UNIFIED SCHOOL DISTRICT
SOLAR PANELS:SOLAR PANELS:

SOUND INVESTMENT AND TEACHING TOOLSOUND INVESTMENT AND TEACHING TOOL

PROTECTING YOURSELF IN CYBERSPACE:PROTECTING YOURSELF IN CYBERSPACE:
TIPS FROM CONGRESSMAN TED LIEUTIPS FROM CONGRESSMAN TED LIEU

C o n t i n u e d  f r o m  P a g e  6

5. Look for the HTTPS secure lock in your web browser’s URL. If you go to Gmail.com, you will notice a small lock icon 
on the left side of your address bar. This means the site is communicating securely with your computer. Gone are the days 
of the old “Prince stuck in a foreign country” wire transfer scam. As hackers have become more sophisticated, they have 
learned to create websites nearly identical to the ones you use every day. Look for the secure lock, “HTTPS” to indicate a 
rigorous certifi cation process, and make sure URLs are spelled correctly (gmail.com versus gmal.com) and have trusted  
extensions (.biz is usually less safe than .org).

6. Back up your data. This goes for your average citizen or the National Security Agency. Keep a spare external hard drive 
handy and back up frequently. 

While there is no such thing as perfect security, we all should strive for good “cyber hygiene.” In today’s world, as more and 
more of life takes place behind a computer screen, it is absolutely critical that we take collective and individual responsibility 
for our data.

The passage of school bond Measure Q in 2012 by voters 
provided the Redondo Beach Unifi ed School District with 
the opportunity to be the fi rst South Bay school district to 
use solar energy as a power source on a system-wide basis. 
The project was initiated when the District contracted with 
PsomasFMG, a solar energy company, to design and build
a 1.626 megawatt solar energy network, for a total cost of
$8 million.  The solar panels were installed starting in late 
2013 at 13 school locations and have proven, in addition to 
saving money and cutting carbon emissions, to be a valuable 
educational opportunity for the students.  The panels, having 
been installed next to athletic fi elds, playgrounds, and parking 
lots, also provide shading for fi elds, playgrounds and parking 
areas used by faculty, students and visitors.

The solar projects work by converting sunlight hitting the 
photovoltaic panels into electricity.  PsomasFMG has
guaranteed that the panels will reduce energy use, with a
projected savings of approximately $15 million over the
next 20 years, while reducing energy use by at least 70 percent.
During sunlight hours the panels produce more power than 
needed and the utility meters spin backward, resulting in an 
accumulation of credits with Southern California Edison.

In summer months, the panels provide power to the
surrounding neighborhoods, making them less dependent 
on Edison and benefi tting the District through Edison’s net 
metering program.

At the January 24, 2017 District Board meeting, PsomasFMG
provided data for two years of solar production.  Initial 
electricity savings estimates projected an annual savings of 
$500,000.  In 2015, the fi rst full year of solar operation,

including the commissioning period, savings were $881,000.
In the second year, savings totaled $706,414. The District has 
already earned a $1.6 million payback.

The educational benefi t can be seen in the elementary, middle 
and high schools.  Teachers can incorporate lessons in science, 
technology, and engineering.  At the individual sites, students 
are actually able to see the meters going backward.  They also 
have the ability to log on to the District website and see how 
the panels are doing on a cloudy versus sunny day.  They can 
see environmental benefi ts of the system as well.  For example, 
the data shows that the District has generated enough power
to operate 260 homes and reduce more than 16,000 tons of 
carbon emissions, which is equivalent to taking 2,890 cars off 
the road or planting 24,540 trees.

Dr. Steven Keller, Superintendent, said that RBUSD continues
to maintain its “green” focus of minimizing its carbon footprint.
For more information, visit ww.rbusd.org, at the Solar Project 
link. 

The quarterly South Bay WatchThe quarterly South Bay Watch
is available electronicallyis available electronically

by email or atby email or at
www.southbaycities.org.www.southbaycities.org.

To receive by email, please sendTo receive by email, please send
your email address toyour email address to

sbccog@southbaycities.orgsbccog@southbaycities.org



65

Spring 2017

A quarterly bulletin
to inform local leaders
of subregional progress
and alert them to
emerging issues

Published by the
South Bay Cities Council
of Governments

Governing Board:

Chair
James Osborne
Lawndale

1st Vice Chair
Kurt Weideman
Torrance

2nd Vice Chair
Britt Huff
Rolling Hills Estates

Immediate Past Chair
James Gazeley
Lomita

Members:
Carson
County of LA
El Segundo
Gardena
Hawthorne
Hermosa Beach
Inglewood
Lawndale
Lomita
Los Angeles
Manhattan Beach
Palos Verdes Estates
Rancho Palos Verdes
Redondo Beach
Rolling Hills
Rolling Hills Estates
Torrance

SBCCOG Executive Director
Jacki Bacharach

Legal Counsel
Michael Jenkins
Jenkins & Hogin LLP

Website:
www.southbaycities.org
South Bay Environmental
Services Center:
www.sbesc.com 

PROTECTING YOURSELF IN CYBERSPACE:PROTECTING YOURSELF IN CYBERSPACE:
TIPS FROM CONGRESSMAN TED LIEUTIPS FROM CONGRESSMAN TED LIEU

The 18th Annual South Bay Cities Council of
Government’s General Assembly was one of the most 
successful Assemblies to date. It was hosted in the City 
of Carson on Friday, February 24th and covered why 
local governments need to consider and become a part
of the powerful digital momentum shaping the world
in new ways.  James Osborne, SBCCOG Chair and 
Councilman of the City of Lawndale emceed the event. 

“The region (and the world) is in the midst of a
revolution and our governments must revolutionize
along with it,” this year’s kickoff speaker, Ron Galperin,
City Controller of Los Angeles, began.  Galperin
discussed the transformations the Controller’s Offi ce 
has made over the past decade.  Transparency and open 
data can revolutionize the public sector and change
the way governments are engaging with the public. He 
showcased examples from the Controller’s website. 
Through the website, any check written in Los Angeles 
can be traced, all details regarding payroll can be located 
and anyone can look up the name, number and phone
number of the person who runs any fund in Los Angeles.
Users can download the data and share it.  The
Controller’s offi ce is presenting data in new ways 
through mapping.  For example, through the domestic

violence program, every incident of domestic violence
was mapped.  Violence knows no borders and takes 
place in every single neighborhood. Rates of animal
euthanasia differ.  Twice as many occur in South Los 
Angeles as the Westside. “The power of all the data to 
better inform decisions and engage people is vast. We 
are just beginning to scratch the surface,” Galperin 
ended.

Interviews with the Mayors of Ammon Idaho, Dana 
Kirkham and Chattanooga, Tennessee, Andy Berke
were conducted virtually from their respective towns. 
Under the leadership of Kirkham, Ammon, Idaho
has installed a municipally-owned fi ber network and
provides it as a utility to the city.  Any individual can
use the network to develop end services to consumers.
This allows for heightened competition and innovation
providing a boon to the local economy. Under the
leadership of Berke, Chattanooga has been transformed
into a world class city that has experienced some of
the highest wage growth in the nation. Chattanooga
became one of the fi rst cities in the Western Hemisphere
to offer 10-gigabit per second fi ber service to all 
residents, a speed hundreds of times faster than the 
national average. Both mayors discussed the political 
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An F-35 fi ghter jet’s software is built on about 8 million lines of computer code – two million 
fewer than the Android phone that some readers likely have in their pockets. When you log on to 
Facebook, you are accessing a product built on 61 million lines of code. Some cars have nearly double 
that number.  The fi rst computer weighed 24 tons, and the lightest smartphone in the world weighs 
just two-hundredths of a pound. As a recovering computer science major, I am fascinated by our never 
ending ability to pack more computing power into ever-smaller packages.

Unfortunately, though, with complexity comes vulnerability. In Congress, I sit on two committees 
that grapple with cybersecurity threats – the House Committee on Foreign Affairs and the House 
Committee on the Judiciary. During our discussions, I am often reminded of the reprehensible 
ransomware attacks that held a Hollywood hospital’s fi les hostage until administrators paid criminals 
to decrypt their data. While my colleagues and I are often briefed on powerful criminal organizations 
and hackers backed by nation states, chief information security offi cers (CISOs) across the country
are lying awake at night for far less exciting reasons. Smart criminals know the best way to compromise
a fi rm or government’s data is the path of least resistance. If they can simply send a fake email to one 
valuable employee – a process known as “spearphishing” – and infect one person’s phone, why waste
the resources targeting well-guarded servers at an organization’s headquarters? Cybersecurity is everyone’s
responsibility, and not just a C-suite or national security concern.

To police those 10 million lines of code on your phone is a tough task, and even the best cybersecurity
experts in the world miss details that can turn your private messages into fodder for public embarrassment,
extortion, or theft. Bad actors are diverse and complex, but the measures we use to protect ourselves 
do not have to be. Below you can fi nd several useful cybersecurity tips – tips I personally recommend 
– to protect your devices and yourself:

1. Recognize the value of your data. Your personal information, conveyed in texts, voicemails,
 or emails, can always be used against you. An email and a birthday, for example, can be used
 to recover email account information, which can then be used to recover bank passwords.

2. Use two-factor authentication: This is a great way for systems to verify a user’s identity. Two
 factors, or two steps, are required to log into an online account. For example, Gmail has a feature
 that sends a text to a user’s phone after they plug in their password, helping Google verify
 the user’s authenticity.

3. Don’t use the same password for everything. According to the mobile tech company TeleSign,
 21% of people use passwords that are over 10 years old. That means there’s a good chance your
 password was created the same year Steve Jobs announced the fi rst iPhone!
 Change your passwords frequently.

4. End-to-end encryption. Apps like Signal use end-to-end encryption to prevent third parties
 from monitoring your communications. Here’s how it works: A and B want to communicate.
 They each have a publicly available encryption key and a private key. The parties
 mutually share their public keys before communicating. A uses B’s public key to encrypt the
 message, and B uses her private key to decrypt the message. Whatever is encrypted with a
 public key has to be decrypted by its corresponding private key. The best part?
 All of this happens behind the scenes, so all you have to do is simply download Signal
 or WhatsApp from the Android or Apple App store.

By Hon. Ted W. Lieu, U.S. Congressional District 33.
April 10, 2017

The South Bay Cities Council of Governments
thanks our generous General Assembly supporters

B E N E F A C T O R S   $ 5 , 0 0 0B E N E F A C T O R S   $ 5 , 0 0 0
Chevron Products Company • Renovate America/HERO Program
SoCalGas • Southern California Edison • The Port of Los Angeles 

S P O N S O R S   $ 2 , 5 0 0S P O N S O R S   $ 2 , 5 0 0
California State University, Dominguez Hills • Daily Breeze • Econolite Group

Enterprise Rent-A-Car • Fujitsu Network Communications • HR Green • Iteris, Inc.
Kaiser Permanente South Bay Medical Center • Los Angeles County Supervisor

Mark Ridley-Thomas • Magellan Advisors • Metropolitan Water District of Southern California
South Coast Air Quality Management District • Southern California

Association of Governments • Spruce Finance • Water Replenishment District 
Watson Land Company • West Basin Municipal Water District • Ygrene Energy Fund

F R I E N D S  O F  T H E  C O GF R I E N D S  O F  T H E  C O G
Intelligent Transportation Society of CA • Los Angeles County Supervisor Janice Hahn 

South Bay Workforce Investment Board • SmartGig Media
Starbucks • Terranea Resort • The Beach Reporter and PV Peninsula News

S P E C I A L  T H A N K S . . .S P E C I A L  T H A N K S . . .
To the City of Carson for hosting our 18th Annual General Assembly and for the generous

assistance of their staff and to the staff and volunteers of the South Bay Environmental Services 
Center  (a program of the SBCCOG)

C o n t i n u e d  t o  P a g e  2

C o n t i n u e d  t o  P a g e  5

THE REDONDO BEACH UNIFIED SCHOOL DISTRICTTHE REDONDO BEACH UNIFIED SCHOOL DISTRICT
SOLAR PANELS:SOLAR PANELS:

SOUND INVESTMENT AND TEACHING TOOLSOUND INVESTMENT AND TEACHING TOOL

PROTECTING YOURSELF IN CYBERSPACE:PROTECTING YOURSELF IN CYBERSPACE:
TIPS FROM CONGRESSMAN TED LIEUTIPS FROM CONGRESSMAN TED LIEU

C o n t i n u e d  f r o m  P a g e  6

5. Look for the HTTPS secure lock in your web browser’s URL. If you go to Gmail.com, you will notice a small lock icon
 on the left side of your address bar. This means the site is communicating securely with your computer. Gone are the days
 of the old “Prince stuck in a foreign country” wire transfer scam. As hackers have become more sophisticated,they have
 learned to create websites nearly identical to the ones you use every day. Look for the secure lock, “HTTPS” to indicate a
 rigorous certifi cation process, and make sure URLs are spelled correctly (gmail.com versus gmal.com) and have trusted
 extensions (.biz is usually less safe than .org).

6. Back up your data. This goes for your average citizen or the National Security Agency. Keep a spare external hard drive
 handy and back up frequently.

While there is no such thing as perfect security, we all should strive for good “cyber hygiene.” In today’s world, as more and 
more of life takes place behind a computer screen, it is absolutely critical that we take collective and individual responsibility 
for our data.

The passage of school bond Measure Q in 2012 by voters 
provided the Redondo Beach Unifi ed School District with 
the opportunity to be the fi rst South Bay school district to 
use solar energy as a power source on a system-wide basis. 
The project was initiated when the District contracted with 
PsomasFMG, a solar energy company, to design and build
a 1.626 megawatt solar energy network, for a total cost of
$8 million.  The solar panels were installed starting in late 
2013 at 13 school locations and have proven, in addition to 
saving money and cutting carbon emissions, to be a valuable 
educational opportunity for the students.  The panels, having 
been installed next to athletic fi elds, playgrounds, and parking 
lots, also provide shading for fi elds, playgrounds and parking 
areas used by faculty, students and visitors.

The solar projects work by converting sunlight hitting the 
photovoltaic panels into electricity.  PsomasFMG has
guaranteed that the panels will reduce energy use, with a
projected savings of approximately $15 million over the
next 20 years, while reducing energy use by at least 70 percent.
During sunlight hours the panels produce more power than 
needed and the utility meters spin backward, resulting in an 
accumulation of credits with Southern California Edison.

In summer months, the panels provide power to the
surrounding neighborhoods, making them less dependent 
on Edison and benefi tting the District through Edison’s net 
metering program.

At the January 24, 2017 District Board meeting, PsomasFMG
provided data for two years of solar production.  Initial 
electricity savings estimates projected an annual savings of 
$500,000.  In 2015, the fi rst full year of solar operation,

including the commissioning period, savings were $881,000.
In the second year, savings totaled $706,414. The District has 
already earned a $1.6 million payback.

The educational benefi t can be seen in the elementary, middle 
and high schools.  Teachers can incorporate lessons in science, 
technology, and engineering.  At the individual sites, students 
are actually able to see the meters going backward.  They also 
have the ability to log on to the District website and see how 
the panels are doing on a cloudy versus sunny day.  They can 
see environmental benefi ts of the system as well.  For example, 
the data shows that the District has generated enough power
to operate 260 homes and reduce more than 16,000 tons of 
carbon emissions, which is equivalent to taking 2,890 cars off 
the road or planting 24,540 trees.

Dr. Steven Keller, Superintendent, said that RBUSD continues
to maintain its “green” focus of minimizing its carbon footprint.
For more information, visit ww.rbusd.org, at the Solar Project 
link. 
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